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********************************Begin of first change********************************

5
GPL Processing
5.1
Processing model

In case of GPL_ME, the GPL protocol entity is conceptually located either between the transport mechanism (which could e.g. be SMS, IP, IP/UDP) and the application, or included in the application.

In case of GPL_U, the GPL_U protocol entity is located within the targeted USIM or ISIM.

When receiving a GPL protected message, the recipient transfers the message to the GPL protocol entity How the recipient knows that the message is a GPL message is up to each transport mechanism to define. It could be through, e.g., a special application ID that is tagged onto the message, in which case a GPL application ID needs to be defined.

In GPL_ME, the message is delivered to the transport mechanism again after GPL processing is complete. This time around the GPL application ID and GPL related data has been removed, and what remains is a regular application data message (which is routed to the intended application using the transport layers normal dispatching mechanism). The processing model for GPL_ME is depicted in Figure 5.1-1. 

In case of GPL_U, the GPL protected message is delivered to the targeted USIM or ISIM that will process the GPL message. The application data remain in the USIM or ISIM for use by the application defined therin.   
********************************End of first change********************************

********************************Begin of second change********************************

5.7
Inbound processing

Before processing of any inbound GPL message, the GPL protocol entity initiates the GPL-SA as described in clause 5.9. In case of combined delivery, this step shall be performed after GPI message processing (step 2) below. 

When a GPL message arrives at the receiver's GPL protocol entity, the following processing steps shall be taken:

1.
Verify that the Ver field is equal to 1. If this is not the case the GPL message shall be discarded and the processing shall stop.

2.
In case of GPI indication does not indicate combined delivery goto step 4, Else process the GPI message as follows:

In case of GPL message sent to the ME, the GPL_ME processes the GPI message as defined in TS 33.223 [3]. 

In case of GPL message sent to the UICC, the GPL_U protocol entity checks if the GPI corresponds to an already existing NAF SA. If not, the GPL_U protocol entity derives Ks_ext/int_NAF from GPI information as described in TS 33.223 [3], creates a NAF SA according to TS 33.223 [3] and stores the NAF SA associated to Ks_int_NAF. The key Ks_ext_NAF key is not sent outside the UICC.  

NOTE: 
GBA-Push TS 33.223 [3] allows that a GPI message is retransmitted several times including cases when it is sent every time a payload is pushed to the UE. To handle retransmissions efficiently TS 33.223 [3] defines a mechanism how the UE is able to only invoke the USIM/ISIM after checking that the GPI does not correspond to an already existing NAF SA.

3.
Retrieve the GPL-SA which corresponds to the SAID in the GPL header. If no GPL-SA matching the SAID is found, the message shall be discarded and the processing shall stop.

4.
If the Cipher suite variable in the GPL-SA has not been set, verify that the cipher suite indicated in the GPL message is supported and set the Cipher suite variable equal to the Cipher suite field in the GPL message. If the variable has been set, verify that the variable and field are equal. If the cipher suite is not supported or the field does not equal the variable, then the GPL message shall be discarded and the processing shall stop.

5.
Verify that the sequence number carried in the SN field has not yet been received. One way of accomplishing this is to verify that the sequence number in the SN field is larger than the currently highest received sequence number SN_h. If this is not the case, the message shall be discarded and the processing shall stop. When SN_h is equal to 0xffff, all messages with the given SAID shall be discarded and the processing shall stop. It is not mandatory to implement this particular replay mechanism (which is not robust against message reordering), but the receiver's GPL protocol entity shall verify that the sequence number in the SN field has not been received before in a valid message.

6.
Compute the MAC using the integrity algorithm indicated by the cipher suite. The MAC is computed over the entire GPL-message, and during the computation, the MAC field shall be treated as containing all zeros. After the MAC is computed, it shall be compared to the MAC carried in the MAC field. If the two MACs differ, the message shall be discarded and the processing shall stop. 

7.
Update the replay protection state. In case the mechanism described in step 5 is used, the state-variable SN_h is set equal to the SN field.

8.
Decrypt the application message using the decryption algorithm defined by the GPL-SA. The decryption transform is applied to GPL payload and padding fields in the GPL message.

9.
In case of GPL_ME, return the application message of the GPL message (i.e., what remains after removing the GPL header and possible padding field) to the transport mechanism the message was received from.

In case of GPL_U, the payload of the GPL message remains within the application. 

If the processing is stopped by the GPL protocol entity before the full processing is complete an error indication may be returned from the GPL protocol entity.
********************************End of second change********************************
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